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Enterprise customer starting to adopt cloud native

HRE AT

Starting from 2017
Production system

Running 15 MC system
174+ servers, 677+
services, 4827+ containers

Sl

=  Staring from 2018

=  Partner with Tencent
(Alauda)

=  50% new project base on
Cloud Native

= 8+ Kubernetes clusters

= 2000+ containers
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RETRES

Founded at 2018

Build their platform base on
Cloud Native

Request all venders using
Micro Service
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Source: IDC Semiannual Public Cloud Services Tracker, 2020H2
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= AEFEVRIEK, 68%RIWIATEET SRR FERSRE, WEAFIBIKT39%, 1BEL2FaIER240%.
= Kubernetes BEETANAIE, E£77H{FEH Kubernetes HIELBIE M EEERI72% 1EEIT82%.

= HiREEFEIRES, 30% AWWOLEFFERBENARERE, 73% iz1T ClI/CD k.

= OISR T B ZER, 95% BINaEREETE, 94% FRBEE, 85% FRDHNEE.

Your organization uses containers for... W Currently Using EEEM W Future Plans REHAIEM Kubernetes What are your release cycles?
W Using in Production [ Evaluating
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CHCF Cloud Fative Landscape

I 6T 2 Emnd b2

App dev & manage
DB, Streaming/messaging, image build & manage, CI/CD

Scredaing & GAAringia & serin i ne Meced s FamiEa e Pt

Orchestration & Management

Scheduling & Orchestration,Service Management,RPC,API Management

Zloud fat s Sorace Lorkzine: Hulimz loud fatve Mtk

Runtime

Container Runtime,Cloud Native Storage,Cloud Native Network

tizan & Sunfigurticn Cox it R slie Sz mily & Do pl amize

Provisioning

Automation,Container Registry,Security,etc.

£ariren = e SR n P e

Owerwhelmed? Please see the CHCF Trail Map. That and the interactive landscape are at Lencf.io

Platform

Kubernetes
Distribution,
Hosted,
Installer

Other PaaS/Container
solution
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Observability

Monitoring
Logging,
Tracing,
Testing

Serverless

Certified Service Provider, Training Partner, Members
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CSP Cloud Native Service GB: Ali, Huawei, Volcano Engine
TOC: Ali
ZEREABAFBERER

CI/CD, Distribute
DB, Al, BC

ISV |

slovda.iol PingCAP

ISV — | K8S, KubeEdge, k3S

CN Engine | RexE, 5=, BE, I
g =, DaoCloud, XLL15|2&,

CN Base h_ OpenStack, etc.

| ISV, OEM Kata, Kube-ovn
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APP APP APP APP APP
Runtime Runtime Runtime Runtime Runtime
Container Container Container Container Container ] At the appncatIOﬂ |€V€|, Operator
et st st s e and service mesh are becoming
OPERATOR . o . —— .
FRAMEWORK "> .. - pervasive.
f = Kubernetes is becoming the
standard and managemnet tools
.@ TREFE are key to different scenario.
kubernetes
‘ = At the infrastructure level,
. heterogeneous hardware features
SRR CRI CNI CS

are exposed through K8s
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5

OPERATOR
FRAMEWORK

Container is the best solution for microservice.

Operator Framework is the best practice of
managing container workloads. It brings operation &
maintenance knowledges into application.

Service Mesh is key to microservice governance,
covering service upgrade/downgrade,
authentication/authorization, trace management, etc.

DevOps is new IT working model and more easy to
implement with cloud native.

Monitoring solution is more important in cloud native
than traditional vm cloud. ISR ER°
SRIEA
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Intel® Media SDK [ Media Server Studio Intel® SDK for OpenCL™ Applications Intel® Distribution of OpenVINO™ toolkit
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Intel Parallel Studio I Intel System Studio Media SDK VTune™ Amplifier e E—
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Node Feature Discovery
CPU Manger for K8s

Topology Manager for K8s
Intel® QAT Device Plug-in
Telemetry Aware Scheduling

178
Persistent Memory CSI Plug-in

poaZ

Multus CNI
SR-IOV CNI
Bond CNI
Userspace CNI
BT & B2

Kata Container

IS
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Intel® Xeon® Scalable Platform ucloudftas | intel

MORE CORES, MORE MEMORY, SIMPLE SCALABILITY, AND INTEGRATED TECHNOLOGIES BENEFIT
CLOUD NATIVE PLATFORM

Up to 80 cores Intel® QAT Intel® AVX-512 Intel® RDT
50% more memory than the Intel® QuickAssist Intel® Advanced Vector Intel® Resource
previous generation and can Technology helps increase Extensions can accelerate Director Technology
easily scale to eight sockets  efficiency and enhance data the performance of provides smart

in a single chassis. transport and protection mixed workloads. resource orchestration.

across the infrastructure.
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Node Feature Discovery

NODE FEATURE DISCOVERY IN KUBERNETES

Application A
Node selector NODE 1
SR-I0V
B Intel® TBT MASTER [Docker]
= - Application B NFD DISCOVERY
ETCD pplication POD

Application B NODE 1 [ ]
Node selector NODE 2 - ] \

- N NODE 2

J
Abbreviations

NFD DISCOVERY

Single Root IfO Virtualization (SR-IOV) POD

[ Non-uniform Memory Access (NUMA)

I intel® Turbo Boost Technology (Intel® TBT)
Intel® Advanced Vector Extensions (Intel® AVX)
Input/Output Memory Management Unit (IOMMU)

Application A

Intel® AVX

IoMMU

SR-10V

Intel® AVX

IoMMU

https://github.com/kubernetes-sigs/node-feature-discovery
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= Node Feature Discovery brings Enhanced

Platform Awareness (EPA) in K8s

= NFD detects resources on each node in a

K8s cluster and advertises those features

= K8s scheduler schedules workload with
node feature tags which was released by
NFD
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Initial Setup
Figure 1 illustrates the initial setup with no processes added. Isolcpus is equal t0 0,1,2,3,4,5,6,7,12,13,14,15,16,17,18,19.
Exclusive Pool Shared Pool

Free Cores Free Cores

= Guarantees high priority workloads are

pinned to exclusive cores

Assigned Cores

= Gives a performance boost for fastpath

workloads & negates noisy neighbour

scenario by using cores from exclusive

After Process Assignment A & B: High priority process / C: Lower priority process
Figure 2 illustrates a snapshot of pools after processes A, B, and C are added from the above scenario. p00| (| n Cl . |SO | C p u S)
Exclusive Pool Shared Pool
Free Cores Free Cores = Shared cores are assigned for slowpath
workloads
Assigned Cores Processes Assigned to Shared Pool
Process B
BRRCER®
ZRHER

https://github.com/intel/CPU-Manager-for-Kubernetes



Topology Manager for K8s

_ WORKLOAD RESOURCE REQUESTS: 2 oy > pevice
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WITHOUT TOPOLOGY MANAGER
NUMANODE 0 NUMA NODE 1

o

| SOCKETO DEVICE1 :mm1

! -
!
R PR e ——

WITH TOPOLOGY MANAGER
NUMA NODE O NUMA NODE 1

D mmes oUms EEe e Ewy O e

DEVICED  SOCKETO '  DEVICET  SOCKET1

v

|
:
|
i

https://github.com/kubernetes/kubernetes/tree/release-1.16/pkg/kubelet/cm/topologymanager

Topology HintProviders
Kubelet Manager (Device Manager,
H CPU Manager)

CanAdmitPod()

Admit()

Hv GetTopologyHints() p ’
type TopologyHint struct (

NUMANodeAffinity bitmask.Bitmask
Preferred bool

}

= Topology Manager, a kubelet component, provides an

interface to co-ordinate resource assignment on node level

= Manages the resources allocated to workloads in a NUMA

topology aware manner
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QAT DeVice Plugln for K8s ucLoudfias | intel

Kubernetes Node

= K8s supports Intel QuickAssist Technology:

Device Plugin = Supports QAT through K8s device plugin
Manager
= QAT device detection and reporting to K8s, then
Register' l Allocate scheduling resource based on workload request.

QAT DEVICE

PLUGIN

Device
Allocated

QAT Device

R

Intel® QuickAssist Technology

Discovery

RFRCER°
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https://github.com/intel/intel-device-plugins-for-kubernetes/tree/main/cmd/gat_plugin
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Telemetry Available with Collectd

Enterprise and Network Management Tools VIM
QOpensStack Kubernetes
Virtualised Virtualised Virtualised
Compute Network Storage

Hypervisor

poLicy K8s TAS Scheduler
FreeMemory Master
DontSchedule:

Extender

RAM < 200 T Tl
ScheduleOn:

Max RAM K8s APl P Scheduler Metrics API

Metrics

Common / Standard Open APIs
B okl |

intel® RDT

POD SPEC
Name: Pod A
Policy:
FreeMemory

Node A Node B Node C

Free RAM:
100MB

Free RAM: Free RAM:
250 1000MB

= Telemetry Software Stack includes Collectd, Node Exporter, Prometheus, Prometheus Adapter, Grafana.

All the components can be deployed via a set of ansible scripts.

= Through a user defined policy, TAS enables rule based decisions on pod placement powered by up-to-date

platform metrics. IS IR® Big°

CZRINER

https://github.com/intel/platform-aware-scheduling/tree/master/telemetry-aware-scheduling



PMEM CSI for K8s

Kubernetes Cluster

Master Node

Compute Node

PMEM-CSI

PMEM-CSI
controller

driver

Compute Node

PMEM-CSI
driver

https://github.com/intel/PMEM-CSI

Optane™

Optane™

Optane™

ucLoudfias | intel

= PMEM-CSI makes Intel® Optane™ DC persistent memory

available as a filesystem volume to container applications.

= PMEM volumes are local to a node and thus can only be

used on the node where they were created.
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@Container

= Multus is a CNI proxy and arbiter of other CNI plugins

= Multus invokes other CNI plugins for network interface

creation

= Master plugin is identified to manage the primary
POD WITHOUT MULTUS POD WITH MULTUS
KUBELET KUBELET network interface (eth0) for the pod

! !
CNI CNI = Other CNI minion plugins (SR-I0OV, vHost CNI, etc.)

¢
MULTUS
i : during their normal instantiation process
£ flannel £ flannel

can create additional pod interfaces (net0, netl, etc.)

LINUX BRIDGE LINUX BRIDGE VFO

https://github.com/k8snetworkplumbingwg/multus-cni
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DPDK SR-IOV CNI & SR-10V Device Plugimnouomss | intel

Kubernetes* Pod

Kube-apiserver

Container T

VNF Application

DPDK Device Plugin Kubelet Network Plugin:
manager CNI

L

Kernel (Bo_pci_generic/igh_ulo/vfio-pci

SR-IOV Enabled Network Interface SRIOV-NIC _— Flannel - ethO
AR R

= SR-IOV CNI plugin enables the Kubernetes pod to be attached directly to an SR-IOV virtual function (VF).

= SR-I0OV Network device plugin discovers and exposes SR-IOV network resources as consumable extended
resources in Kubernetes.

RFRCER°
CZRINER

https://github.com/k8snetworkplumbingwg/sriov-cni
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Container A Container B Container C Container A Container B Container C Container A Container B Container C

App App
Middleware - Middle
ware

Server hardware

Server hardware

Server hardware

CVE-2019-5736 CVE-2019-14271
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| CRIO |
kata-runtime
Pod ViV Pod
redis redis redis redis

Z N IR E R Kata S8

containers

Virtual Machine Virtual Machine

Virtual Machine

Namespaces

Linux Kernel A Linux Kernel B Linux Kernel C

Hardware Hardware Hardware
Virtualization Virtualization Virtualization
Linux Kernel

Additional isolation with a lightweight VM
and individual kernels

ucLoudtziE | intel

Traditional Containers

Process A Process C

Filter: Filter: Filter:

« Seccomp + Seccomp » Seccomp

Namespaces

| RN

CPU Memory

Namespaces Namespaces

Network Storage

Isolation by namespaces, cgroups with shared kernel

Kata Containers Each container or pod is more isolated in its own lightweight VM

https://github.com/kata-containers
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Re-Platform Re-Architect Re-Factor

ORI

4 Peom |
- =E=TT1|l.E

Transformation

Service

Platform

=BEEFE
kubernetes

Infrastructure
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Support and enable ecosystem

Optimize and accelerate

Reference stack for different scenario

Oprimize with HW innovation
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Technology Insight Abusr::la‘:\i:)ﬁloud Global Use Cases Vendor Neutral Broad Ecosystem

68% IMPROVED 30x IMPROVEMED 7.8x IMPROVED 2.5x

PERFORMANCE PERFORMANCE COMPRESSION

IMPROVED

PERFORMANCE

Intel® Ethernet

‘V intel. intel.

Intel® Silicon Photonics
OPTANE OPTANE

/ g PERSISTENT

. ®
| SSD a8
Intel® Network Switches MEHME e o0 MOVIDIUS
BAREFCO:T

NETWORKS | an Intel company

XeON | ATOM B AciLex B eASIC

PLATINUM

intel
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